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ABSTRACT: Nowadays, technology continues to make our life easier in every field. It is not possible to provide
a high level of security access in security systems without the use of technology. Facial recognition and voice
recognition technologies are encountered in many applications in every area of our lives. In this study, a sample
application was developed by using a combination of face recognition and voice recognition technologies to create
a security system. The Speech.dll library was used to control voice commands and the EmguCV libraries for face
recognition. The application was developed in C # programming language. In this application, a security system
with a very controlled structure was developed due to the importance of security systems. With the developed
application, any high-security operation can be carried out anywhere with computer control. In the developed
application, a method with two controls was proposed to provide security control of any system.
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INTRODUCTION

Biometry is the general name given to the system which can make a definition as a result of the physical and
behavioral behaviors of the individuals. Biometric systems are the methods that allow people to study biometrics.
Face recognition technologies are one of the most important features of biometric systems. Biometrics, which
includes all the techniques such as fingerprint recognition, retina and iris recognition, hand geometry recognition,
voice recognition, face recognition, DNA recognition, signature recognition, and identity control were required
in areas requiring a high level of security. It is an excellent solution in systems such as an automated personnel
attendance control system, and it is a reliable technology that develops and is adopted very rapidly in social life
applications [1-5]

There are some studies on face recognition, biometry, and voice recognition in literature.

Ozkaya et al. were tested in a database of 100 fingerprint images related to biometrics and gave successful results
[6]. In Arslan and Sarioglu studies, biometric systems, methods, and technologies used in mobile devices were
researched and their advantages and disadvantages were given [7]. They achieved a successful recognition rate
for 10 people and also tried music, speech, and the application of different voice recognition algorithms [8-10].
Using different voice recognition algorithms,” On TV”, “Off TV”, “Volume Up”, “Volume Down” and “Channel
One” command sets were tried [11-13]. In another study, a voice recognition-based security system was developed
[14, 15]. Over 80% success was achieved in voice recognition on the letters “a”, “e” and “i” [16]. Successful
results were obtained in the study which carried out 40 commands. The numbers between 0-9 are perceived
independently in time by means of the voice detection system [17-20]. Five different emotions of 30 people were
tried to be detected and 70% success was achieved [21, 22]. The success rate was 67.5% in the system, which can
perform simultaneous comparisons without registration [23-25]. Different algorithms have been tried and various
studies have been done on face recognition. 3D face recognition [26, 27], development of face recognition system
algorithms [28, 29], face recognition biometric security systems, real-time face recognition approaches in moving
images, related to the presence of similar faces [30-32], and real-time facial recognition [33-36] have done
different studies. In the United States, the National Security Agency (National Security Agency) uses a speech
recognition type for keyword detection [37, 38]. A study was performed to improve the quality and accuracy of
the speech recognition system using a multimodal audiovisual speech signal [39, 40]. They made a study called
factored language models.
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In this study, software for face detection, voice recognition, and password verification has been developed for
security control. With this software, access to any process can be controlled with the highest level of security.

MATERIALS AND METHODS

Speech.dll and Software development kit libraries were used for voice recognition in the system. EmguCv library
was used for facial recognition. Face recognition applications are software applications that can identify the person
in a unique way by analyzing the face lines of the person. These systems are the fastest biometric methods with
minimal errors. Face recognition [24, 41] is often used for security purposes. Eigenfaces are eigenvectors of the
covariance matrix of the distribution of images in the training set. The face space for m facial images in the data
set to be used for educational purposes is expressed as s=[3] m ]. Where I represent a gray-scale image vector in
n % n dimensions in the face space. Eigenfaces technology is used in this application. The resulting view of the
eigenfaces is shown in Figure 1 [42].
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Figure 1. The examples of eigenface

Eigenfaces take the average of all the images in memory and perform the operation by taking the difference of
the resulting image from the average. As a result, each image is evaluated as a differential image. The general
interface of the software developed is shown in Figure 2.

8 Face ve Voice Recognition by Emre AVUGLU == O =

SAVE PROCESS: RESULTS:
NAME- Reco Resulis:
PASSWORD: CERERAS
VOICE RECO: MY NAME I< Count of found users
CORRECT ... 1
2. SAVE THE USER 1. IDENTIFY THE
USER

Figure 2. Interface of the developed system
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The application developed in this study is also carried out a series of operations. The sequence and general
description of these processes are shown in Figure 3.

2.VOICE RECOGNITION ENGINE

1.VOICE SIGNAL 3

" VOICE PROCESSING
PROBABILITIES 1 4 RESULTS

COMPARISON

ANALYSIS

Figure 3. The general structure of the system

Voice detection [43] can be performed with the methods and classes in the System.Speech library in the .Net
Framework. The following code blocks are used first for voice recognition and the use of the necessary libraries
in the system.

SpeechSynthesizer Speech = new SpeechSynthesizer();
PromptBuilder founder = new PromptBuilder();
SpeechRecognitionEngine recog= new SpeechRecognitionEngine();

The code block required to activate or deactivate the application is as follows.

Recocon.Text = Result.PhraseInfo.GetText(0, -1, true); // activate
objRecoContext = null; // deactivate

The flow diagram of the developed application is shown in Figure 4.
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Figure 4. Flow diagram of the application

The system first creates a profile for the user. The information is recorded for this process as shown in Figure 5.

SAVE PROCESS: RESULTS:

NAME: kerem | Reco Results:
PASSWORD [ KERE\I,

VOICE RECO: MYNAMEIS  Count of found users
CORRECT... 1

2. SAVE THE USER 1. IDENTIFY THE
USER

Figure 5. User identification process

In Figure 5. the name and surname of the person are entered in the “NAME” section, the password of the person
is entered in the “PASSWORD” section and the voice description required for the approval of the system in the
“VOICE DESCRIPTION” section. After these operations, the system is prepared according to the user. The

following code blocks are used for “AUTHORIZED AUDIO DEFINITION”, which is one of the parameters used
to customize the application.

Choices recolist = new Choices();
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recolist.Culture = new System.Globalization.Culturelnfo("en-US");
recolist. Add(new string[] {textBox2.Text });
Grammar gr = new Grammar(new GrammarBuilder(recolist));
try
{
Recog.RequestRecognizerUpdate();
Recog.LoadGrammar(gr);
Recog.SpeechRecognized += Recognize SpeechRecognized;
Recog.SetInputToDefaultAudioDevice();
Recog.RecognizeAsync(RecognizeMode.Multiple);
}

catch

{
MessageBox.Show("ERROR..", e.ToString());

return;

}

In the developed application, the process of giving voice feedback indicating whether it is the right or wrong user
is carried out with the following code blocks.

Founder.ClearContent();

Founder.AppendText(textBox1.Text);
SpeechSynth.Speak(Founder);

In voice recognition, the acknowledgment process is executed with the following code blocks. Both the username
and the previously defined voice must match.

void Recognize SpeechRecognized(object sender,SpeechRecognizedEventArgs e)

{
if (textBox2.Text == "MY NAME IS HOME")

{
if (e.Result.Text =="MY NAME IS HOME")

{
label8.Text = "CORRECT VOICE... ";
SpeechSynth.Speak("HI, WELCOME TO SYSTEM..");

}
}
b

CONCLUSION

In this study, the results obtained from experimental studies on voice and facial recognition are explained in this
section. The face detection results are shown in Table 1. In this study, the results of the tests carried out 10 times

over 20 people are as follows.
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Table 1. Face detection levels in different situations

Light status The viewing angle of the face The distance of the face Accurate recognition
Excessively Front Against +/- 20-30 Degree 70-80 cm +/-15 cm 19
Middle Front Against +/- 20-30 Degree 70-80 cm +/-15 cm 20
Little Front Against +/- 20-30 Degree 70-80 cm +/-15 cm 17

Looking at the table, it can be seen that high light, low light, and distance affected negatively the number of
recognitions. In addition, the number of recognitions has decreased in images that are not from the front.

As the pronunciation of the voice command becomes more difficult and the number of letters in it increases, the
level of accurate voice recognition decreases. 100% accurate recognition can be achieved by using short words
and words with full pronunciation when making voice definitions. In this study, test procedures were performed
with 20 people. In some word tests, more than one test was performed over the same person's voice. The following
in Table 2 shows the results of the experimental studies.

Table 2. Experimental results.

Numb A t

Words urr{ er ccura. ? False recognition Error rate
of trials recognition

My 15 15 0 %0

Name 20 20 0 %0

Home 20 19 1 %6,66

M .

y nameis 20 17 3 %15
home

As can be seen from the results, it was more difficult to identify words with a high number of words and difficult
to pronounce.

Face recognition and voice recognition technologies are increasing day by day in our lives. In this study, a new
system with multiple controls is proposed for any security situation. This system can be developed for any
application. Thanks to the application, control operations will be more reliable in areas requiring special security.
EmguCv, and Speech.dll libraries were used in the application which was developed by using Eigenfaces
technology in C # programming language. The developed application provides access to the system if the
information matches the password, face recognition, and voice recognition control of a user registered to the
system [44]. It is possible to use the developed application on any system that requires high security.
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